Como evitar Loop atras das ONUs

DESCRICAO

Quando se trata de equipamentos instalados no dominio do
cliente, é importante tomar toda e qualquer precaucao para evitar
problemas na rede.

Um problema muito comum sao os loops, derrubando toda a
rede.

Para evitar esse problema, é necessario habilitar o protocolo
RSTP na ONU, que ira bloquear a porta onde chega o loop, nao
permitindo que o mesmo se propague por toda rede, derrubando
OS servicos.

CENARIO

Este cenario demonstra a forma que os testes foram realizados. A simulagdao envolve
um cliente ter um switch na sua residéncia e o mesmo coloca este switch em loop.
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ONU




SOLUGAO

Para resolver esse problema, é necessario habilitar o protocolo RSTP nas
ONUs.

PASSOS

1 — Através do software proprietario, acessar as configuragoes da ONU e selecionar
a guia RSTP:

T EPON System -- Version=R150/R222 (TK3721) -- 10/26/07 05:35PM =]
Eile Host Utilities Window Help

@ OLT MAC-COTE400BO4AL
52 * T ONU MAC-EZ1005270580 I
T - . ONU MAC-E21005270580 =]
: @ Link MAC-E21005270580, LLID-3703 * : = . ; : ; EI@
@ Link MAC-E21005270581, LLID-3704 Active Alarms | Ports | Rate Ctrl | Edit Fields | Rules | Q Cfg. | IGMP;‘-;'LAP(@LD»\' Level | LpbkTest | 41 *
iJ Unassociated LLIDs RSTP Control RSTP Status |
Field | status -
Root Port Number 2
Maximum Age (Currently Used Value) 0ms
Hello Time {(Currently Used Value) 2000 ms n.
Forward Delay 0ms
Hold Count & messages
MNumber of Ports 2
[ Port 0 State Disabled |
Port 0 Designated Root ID 0x0000000000000000
Port 0 Designated Cost 1] -
Port 0 Designated Bridge ID 0x0000000000000000 1
Port 0 Designated Port 1]
Port 0 Forward Transitions 1]
[ Port 1 State Disabled |
Port 1 Designated Root ID 10x0000000000000000
Port 1 Designated Cost 1]
Port 1 Designated Bridge ID 0x0000000000000000 B
Port 1 Designated Port 1] -
LRF 1 | *
Refresh
Expand All Collzpze all

[TK3721> Replied: Type 196 |GetOnuRstpStatus] Tag 54 -- OK i
[TK3721:= Raw bytes received:

00 C400 3500 530000

E2 100527053000 00

000000 0000000000

000000 0000008006

00 0200 0000 C8 0000

0005020100000000

000000 0000000000

000000 0000000000

0000010000000000

00 00 00 00 00 00 00 00

000000000000 000D =

ot |

Y| i Connected




2 — Em seguida, habilitar o protocolo RSTP:

T EPOM System -- Version=R150/R222 (TK3721) -- 10/26/07 05:35P I
File Host Utilities Window Help
@ OLT MAC-COTE400B04AA

@ ONU MAC-E21005270580

. @ Link MAC-E21005270580, LLID-3703 :
@ Link MAC-E21005270581, LLID-3704 @ ONU MAC-E2L005270580 =N E=h =
) Unassociated LLIDs "Active Alarms | Ports | Rate Ctrl | Edit Fields | Rules | Q cfa. | IGMP;’\I‘LALDW Level | Lpbk Test | 4] ¥

RSTP Control |R5Tp Status |

: ey =] —Ports
Eridge Priority: | 32768 =

1 Port 1
Eridge Mode: ‘. or |Port 2 I
—Root Controls Pricrity: |123—ﬂ

Maximum Age: | 2000 j % 10ms Path Cost: Iu j
Hello Time: 200 j x 10ms

Forward Delay: I 1500 j x 10ms

Apply

Expand All Collapse all

0200070000 C805DC

02 0080 0000 00 00 00

50 00 00 00 00

GetRstpControl{tag=46, mac=E21005270530)

Raw bytes sent:

00 C200 2E0006E2 10

05 270580

[TK3721> Replied: Type 194 [GetOnuRstpControl] Tag 46 — OK
ITK3721:= Raw bytes received:

00 C200 2E 00 1F 00 00

E2 1005 2705 8080 00

0200070000 C805DC

02 0080 00 00 00 Q0 00 D
80 00 00 00 00

’T| |4‘J Cennected
3 — Aimagem abaixo demonstra o resultado apés gerar o loop conforme o cenario
proposto.

T EPON System -- Version=R150,R222 (TK3721) -- 10/26/07 05:35PM o] -z
File Host Utilities Window Help

@ OLT MAC-COTE400B04 A4

£ ONU MAC-E21005270580

¢ L. Link MAC-E21005270580, LLID-3703

: @ Link MAC-E21005270581, LLID-3704 & ONU MAC-E21005270580 @
i Unassociated LLID: -
it Active Alarms | Ports | Rate Cirl | Edit Fields | Rules | @ Cfg. | 16MP/vLAN LowLevel | Lpbk Test | 4| >
'RSTP Cantral
Field | status A
Forward Delay 15000 ms
Hold Count & messages
Mumber of Ports 2
[ Port 0 State Blocking
Port 0 Designated Root ID 0x3000E21005270580 T
Port 0 Designated Cost 32768
Port 0 Designated Bridge ID 0x3000E21005270580
Port 0 Designated Port 32769
Port 0 Forward Transitions 1} i
Port 1 State Forwarding 3
Port 1 Designated Root ID 0x3000E21005270580
Port 1 Designated Cost 32768
Port 1 Designated Bridge ID 0x8000E21005270580
Port 1 Designated Port 32770
Port 1 Forward Transitions i} -
4 i b
Refresh |

Expand All Collapse all

[TK3721> Replied: Type 196 |GetOnuRstpStatus] Tag 33 -- OK
[TK3721> Raw bytes received:
00 C400 2100 530000

E2 1005 2705 80 00 00

00 00 00 00 00 00 80 00

E2 1005 27 05 80 80 06

00 0207 D000 C3 05 DC
0005020580 00E2 10

05 27058080 008000

E2 1005 270580 80 01

00 0002 8000E21005
270580800080 00E2
100527 0580800200

oo Evl

|T| |4‘) Connected




